
 
 

 
Abstract 
This white paper explores the implementation of an identity verification solution, tailored to meet the rigorous standards 
of a government agency. Leveraging a range of AWS managed services, open-source technologies, and third-party 
solutions, this product offers a robust framework for securely and efficiently verifying user identities. 

Introduction: 
This paper will provide a high-level summary of the Identity Verification solution, focusing on its architecture, functionality, 
and alignment with the needs of a government agency. By addressing the imperative for a dependable identity 
verification system, this solution aims to streamline the account creation and identity proofing process while upholding 
the highest levels of security and compliance. 

Problem Statement: 
The government agency requires a reliable identity verification solution to authenticate and authorize users accessing its 
online services. Traditional methods of identity verification often fail to meet the scalability, flexibility, and cost 
requirements of the government agency, leading to the need of adopting an automated solution that incorporates recent 
technological advances in machine learning and cloud computing.  

Solution: 
The Identity Verification solution adopts a microservices architecture deployed on AWS infrastructure to address the 
intricacies of identity verification while ensuring scalability, reliability, and security. Leveraging AWS SAM and managed 
services such as AWS Cognito, the solution provides a seamless user experience while complying with the government 
agency's requirements for identity proofing and authentication. By integrating with third-party verification services 
(FedRAMP), the solution enhances its capabilities for verifying user identities in real-time, thereby bolstering the overall 
security posture of the government agency. 

Benefits: 
The adoption of the Identity Verification solution offers several benefits for the government agency, including: 

● Enhanced security: Implementation of multi-factor authentication and biometric verification enhances the 
security of user identities. 

● Regulatory compliance: Meeting the stringent requirements of the government agency and adhering to industry 
standards ensures compliance with regulatory frameworks. 

● Improved user experience: Streamlined account creation and authentication processes result in a frictionless user 
experience, enhancing user satisfaction and engagement. 

● Scalability and flexibility: The use of serverless architecture and managed services enables seamless scalability 
and flexibility to accommodate evolving user demands and regulatory changes. 

Case Study: 
The government agency implemented the Identity Verification solution to streamline its account creation and identity 
proofing process for online services. Aderas facilitated secure and efficient identity verification, ensuring compliance with 
regulatory requirements while enhancing user experience and security.   

Aderas Support Services: 
Aderas developed a secure ID Proofing solution on AWS.  Post implementation, Aderas provided Help Desk services 
with any end-user issues.   Aderas also provided enhancement request services for additional functionality on AWS. 

Conclusion: 
In conclusion, the Identity Verification solution represents a significant advancement in addressing the identity verification 
needs of government agencies. By leveraging cutting-edge technologies and adhering to stringent security and 
compliance standards, this solution offers a scalable, reliable, and secure framework for verifying user identities.  

 

 


